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November 20, 2017 

 

To:  NeighborWorks America Audit Committee 
 
Subject:  Audit Review of WeConnect Cloud Applications IT Security 
 
 
Enclosed is our draft audit report for the WeConnect Cloud Applications IT Security review. 
Please contact me with any questions you might have.   
 
Thank you.    
 
 
 

  
Frederick Udochi 
Chief Audit Executive 
 
 
Attachment 
 
 
cc: J. Bryson 

T. Chabolla 
R. Bond 
R. Simmons 
W. Bowman 
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Function Responsibility and Internal Control Assessment 
Audit Review of WeConnect Cloud Applications IT Security 

Business Function 
Responsibility 

Report Date Period Covered 

IT&S November 20, 2017 October 2016 – August 2017 

Assessment of Internal Control Structure 

Effectiveness and 
Efficiency of Operations 

Generally Effective1 

Reliability of Financial 
Reporting 

Not Applicable 

Compliance with 
Applicable Laws and 
Regulations 

Not Applicable 

This report was reissued February 15, 2024 in accordance with a recommendation by the 
Government Accountability Office (GAO-23-105944, June 14, 2023). 

1 Legend for Assessment of Internal Control Structure: 1. Generally Effective: The level and quality of the process is satisfactory. Some 
areas still need improvement. 2. Inadequate: Level and quality of the process is insufficient for the processes or functions examined, and require 
improvement in several areas. 3. Significant Weakness: Level and quality of internal controls for the processes and functions reviewed are very 
low. Significant internal control improvements need to be made.    
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Risk Rating Legend 
 
Risk Rating: High  
A serious weakness which significantly impacts the Corporation from achieving its corporate 
objectives, financial results, statutory obligations or that may otherwise impair the Corporation’s 
reputation. 
 
Risk Rating: Moderate   
A control weakness which could potentially undermine the effectiveness of the existing system 
of internal controls and/or operational efficiency, integrity of reporting and should therefore be 
addressed. 
 
Risk Rating: Low  
A weakness identified which does not seriously detract from the system of internal control and or 
operational effectiveness/efficiency, integrity of reporting but which should nonetheless be 
addressed by management. 
 

 

 

 

 

 

 

 

 

Management Responses to  
The Audit Review of: 

 
WeConnect Cloud Applications IT Security 

 
# Of Responses Response Recommendation # 

 
5 

Agreement with the 
recommendation(s) 

 

 
1,2, 3,4,5 

 
 

Disagreement with the 
recommendation(s) 
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Introduction 
 
NeighborWorks® America’s management implemented a comprehensive ERP system that was 
cloud-based, internally branded as WeConnect on October 1, 2016. This was a major shift from 
having on-site applications to off-site (cloud-based) under the software licensing and delivery 
model of Software as a Service (SaaS). This is a model by which software is licensed on a 
subscription basis and is centrally hosted. Even though centrally hosted, the Corporation is still 
responsible for establishing and maintaining security assurance around cloud-based information 
technology assets from unauthorized access, use or disposition and the integrity of data or 
transactions that reside within. This review is being undertaken to make an assessment on that 
assurance given also that cloud-based applications are new to the organization.  

Internal audit co-sourced this project with SB & Company LLC to provide technical expertise in the 
area of cloud-based applications security and a profile of the staff can be found in Appendix A. SB 
& Company performed certain procedures to identify any related risks to NeighborWorks® 
America’s WeConnect cloud environment. The scope of the WeConnect cloud security audit is 
included below. 

Scope 
The scope of this audit review entailed the following: 

 To determine that the architecture allows for adequate support processes of the WeConnect 
cloud applications. 

 That Cloud agreements maintain a standard set of disclosures across all providers. 
 Processes are in place to receive and review SOC reports for all service providers. 
 Processes and procedures are in place to provide for the appropriate logical access permissions. 
 Processes and procedures are in place to reduce risk exposures to vendor lock-in. 
 Processes and procedures are in place to prevent or detect unauthorized changes. 
 Processes and procedures are in place for the disposal of data. 
 Processes and procedures are in place for an Information Security Program. 

Methodology 
In order to perform this audit, we performed the following procedures: 
 
 Reviewed the architecture and cloud service deployment model. 
 Reviewed the cloud service agreement for each cloud service provider.  
 Reviewed processes for review and follow-up on SOC reports for cloud service providers. 
 Reviewed the appropriateness of logical access permissions to cloud applications. 
 Reviewed processes and procedures to reduce risk exposures to cloud vendor lock-in. 
 Reviewed processes and procedures to prevent or detect unauthorized changes to cloud 

applications. 
 Reviewed processes and procedures for the disposal of data by cloud service providers. 
 Reviewed processes and procedures for information security of assets maintained by cloud 

service providers.  
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4. Cloud Service Provider Agreements 
 
Our review of cloud vendor agreements indicated that a process is not in place to ensure that all 
agreements have a standard informational (that protects the information assets of the Corporation) 
requirements that should always be included in such agreements. Concerns identified were as 
follows: 
 
 Cloud agreements did not always specify a specific timeframe for returning NeighborWorks® 

America’s data and related assets in the event that the business relationship with the cloud 
service provider is terminated. 
 

 Cloud agreements did not always specify a timeframe to notify NeighborWorks® America in 
the event of a data breach. 
 

 Cloud service agreements did not always specify disaster recovery contingencies. 
 

 Two of the eight cloud vendor agreements did not reference the service level requirements 
needed by the Corporation (  also known as  and -Check 
Processing). 
 

 One cloud agreement was not signed (fully executed) by both parties ( ) based 
on the copies provided to Internal Audit.  

 

Information Security 
  
NeighborWorks® America has developed an addendum which defines the organization Information 
Security requirements.  However, the Information Security addendum is not always part of the 
finalized agreement.  The Information Security addendum was not evident in the eight agreements 
reviewed. Discussions indicated that the addendum is provided early in the process. As a result, the 
cloud service provider may not comply with these requirements. 
 
Legal Review 

 
We were unable to obtain evidence of a formal review process by the Office of General Counsel on 
the majority of Cloud Provider Service Agreements for the specific components of the cloud 
relationship from a legal perspective.  We determined that the majority of data centers that maintain 
NeighborWorks® America’s applications and data are located in another state or outside of the 
United States. Therefore, the laws of other states or provinces (e.g., the Personal Information 
Protection and Electronic Documents Act - PIPEDA) would be applicable and legal cross-border 
implications need to be evaluated as part of any due diligence prior to purchase.  Having the Office 
of the General Counsel to review the cloud service agreement would ensure that there are no risk 
exposures from a legal perspective.  Currently, two of the eight service providers reside in Canada. 
 
Recommendations 
 
 We recommend that the Office of General Counsel determine the baseline disclosures that 

(b) (4) (b) (4)(b) (4)

(b) (4)
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least annually by each cloud service provider. 
 

 Processes should be implemented to separate system administration from functional activities. 
We strongly recommend that Information Technology & Services be required to serve as system 
administrators for the information security administration function. This can be accomplished 
by logging a trouble or change ticket using the Corporation’s Change Authorization Board 
(CAB) process to account for the use of system administrator accounts. We, however, noted that 
the Corporation had reported to the Board in one of its weekly WeConnect status updates that it 
plans to implement CAB with an estimated completion date by the end of FY 18 Q1. 

   
Conclusion 
 
The WeConnect cloud-based security review is quite significant given the rise in cyber threats in 
today’s environment. We hope that the recommendations raised here would be adopted 
accordingly in order to provide the necessary framework for monitoring our cloud-based vendors 
and also in keeping the security and integrity and access to our transactional data secure. We 
would like to take this opportunity to thank the staff of Information Technology and Services for 
their cooperation throughout this review.   
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APPENDIX A - Profile 
 

Position: Principal, IT Risk Consulting Practice Leader 

Education: BS from Morgan State University 

Certifications:     Certified Public Accountant (CPA) 

                              Certified Information Systems Auditor (CISA) 

                              Certified Anti-Money Laundering Specialist (CAMS) 

Career Overview:  

Rick Williams is an IT Risk Consulting Practice Leader for SB & Company, LLC (SBC) with 
over 25 years of experience. Before joining SBC, Rick spent time with CitiGroup, Incorporated 
as a Senior Reviewer and Program Director where he gained experience working with advanced 
hardware, software and networks including implementation of enterprise messaging. 

 

 

 
 
 
 
  




