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October 5, 2018 

 

To:  NeighborWorks® America Audit Committee 
 
Subject:  Review of Cybersecurity Protocols 

  
Attached is our draft audit report for the NWA’s corporations Cybersecurity Protocols. Please 
contact me with any questions you might have.   
 
Thank you.    
 
 
 
 
Frederick Udochi 
Chief Audit Executive 
 
 
Attachment 
 
 
cc: M. Rodriguez 
 T. Chabolla 
 R. Bond 
 R. Simmons 
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Function Responsibility and Internal Control Assessment 
Review of Cybersecurity Protocols 

Business Function 
Responsibility 

Report Date Period Covered 

Information Technology & 
Services 

October 5, 2018 January 1, 2018 to  
September 30, 2018 

Assessment of Internal Control Structure 

Effectiveness and 
Efficiency of Operations 

Generally Effective1 

Reliability of Financial 
Reporting 

Not Applicable 

Compliance with 
Applicable Laws and 
Regulations 

Not Applicable 

This report was reissued February 15, 2024 in accordance with a recommendation by the 
Government Accountability Office (GAO-23-105944, June 14, 2023).

1 Legend for Assessment of Internal Control Structure: 1. Generally Effective: The level and quality of the process is satisfactory. Some 
areas still need improvement. 2. Inadequate: Level and quality of the process is insufficient for the processes or functions examined, and require 
improvement in several areas. 3. Significant Weakness: Level and quality of internal controls for the processes and functions reviewed are very 
low. Significant internal control improvements need to be made.    
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Risk Rating Legend 
 
Risk Rating: High  
A serious weakness which significantly impacts the Corporation from achieving its corporate 
objectives, financial results, statutory obligations or that may otherwise impair the Corporation’s 
reputation. 
 
Risk Rating: Moderate   
A control weakness which could potentially undermine the effectiveness of the existing system of 
internal controls and/or operational efficiency, integrity of reporting and should, therefore, be 
addressed. 
 
Risk Rating: Low  
A weakness identified which does not seriously detract from the system of internal control and or 
operational effectiveness/efficiency, integrity of reporting but which should nonetheless be 
addressed by management. 
 

 

 

 

 

 

Management Responses to  
The Review of: 

 
 Cybersecurity Program 

# of Responses Response Recommendation # 

3 Agreement with the 
recommendation(s) 

 

3 

0 Disagreement with the 
recommendation(s) 

 

0 
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800-372 defines the objectives for having a Risk Management Framework for Information Systems. 
The objectives based on NIST 800-37 to be accomplished through a Risk Management Framework 
for Information Systems are as follows: 

• Provides a repeatable process designed to promote the protection of information and 
information systems commensurate with risk; 
 

• Emphasizes organization-wide preparation necessary to manage security and privacy risks; 
 

• Facilitates the categorization of information and systems; the selection, implementation, 
assessment, and monitoring of controls; and the authorization of information systems and 
common controls; 
 

• Promotes near real-time risk management and ongoing system and control authorization 
through the implementation of robust continuous monitoring processes; 
 

• Encourages the use of automation to provide senior leaders with the necessary information 
to make cost-effective, risk-based decisions for information systems supporting their 
missions and business functions; 
 

• Facilitates the seamless integration of security and privacy requirements and controls into 
enterprise architecture, Systems Development Life Cycle, acquisition processes, and 
systems engineering processes; 
 

• Connects risk management processes at the organization and mission/business process 
levels to risk management processes at the information system level via a risk executive 
(function); and, 
 

• Establishes responsibility and accountability for controls implemented within information 
systems and inherited by those systems. 

 
Based on NIST 800-37, the Risk Management Framework provides a dynamic and flexible 
approach to effectively manage information security and privacy risks in diverse environments with 
complex and sophisticated threats, changing missions, and system vulnerabilities. In the absence of 
an established framework it would be difficult to benchmark and evaluate the current structures for 
effectiveness and efficiency. 
 
Recommendation 1  

We recommend that NeighborWorks® adopt and implement an IT&S Risk Management 
Framework modified and adapted to meet the scale, scope and sophistication of current IT&S 
activities which references best practice guidelines such as NIST 800-37, ISACA’s The Risk IT 

                                                        
2 NIST 800-37: Risk Management Framework for Information Systems and Organizations – A System Life Cycle 
Approach for Security and Privacy, was developed by National Institute of Standards and Technology (NIST) in 
May 2018 to provide minimum requirements for federal information systems. 
 








